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N I E LIT Natlonal Institute of Electronics and Information ﬁ gdtan  Ministry of Electronics & Information

Technology, Gorakhpur Technology (MeitY), Govt. of India
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Information Security Education and Awareness (ISEA) Project Phase-III
An initiative of Ministry of Electronics and Information Security (MeitY), Government of India

Join us for a 02 months Full Time Campus internship in the thematic area System and Software Security under the

prestigious ISEA Phase-3 Project (Ministry of Electronics and IT, Govt. of India). Dive into the world of Cyber
security and Web Application Security with hands-on experience In cutting-edge technology !

Full Time Campus Internship for 02 Months
with Stipend @3X10K/Month

ERROR
& Stipend@ %10000.00/month
EEl{ il Network Primer JWeb Appllcatlon Primer ¢B Extensive Hands-on Lab

Cyber Secunty Ethical HaCking OSINT § Certification upon completion

Web Apphcatlon Securlty VAPL m & Mentorship from experienced industry experts
Secure Coding Practices | Bug Bounty

02 Months Internship Program in

Web Application Security
and Bug Bounty

09th Dec 2024 - 08th Feb 2025

Network Primer
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AT [B-E/ B.Tech / MS/ M.Tech/B.Sc/M.Sc] in

Broken Access Control Vulnerabilities
Path / Directory Traversal Vulnerabilities

SQL Injection API Testing & Postman
Cross-Site Scripting (XSS) Writing Bug Bounty Reports

S —— e Z Bl W Visit the URL or Scan the QR Code to Apply
Tools to be used OSIHt Q OWASP — * WIRESHARK https:/ /regn.nielitvte edu. in/
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= Selection will be done on the basis of performance in the Online Interview .The interview detaisl and meeting link will be shared on registered e-mail id
" After selection Interns have to report at NIELIT Gorakhpur and stay in Gorakhpur at their own for 02 Months

» This is a full-time off-line Internship Program sponsored by the Ministry of Electronics & Information Technology

= Stipend will be based on regular attendance in the NIELIT Gorakhpur

= (Certificate of Internship will be awarded after successful completion of Assignments given during the Internship period.
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= Accommodation & Fooding shall be managed by Interns, however interns may use the Hostel rooms available in the Campus on chargeable basis . E .:::':r. _-1

XXE (XML External Entity) th
RCE (Remote Code Execution) Internship Start 09* Dec 2024

- = Reflected XSS,Stored XSS,DOM XSS . .

. Web Application Primer . CoRF 1T/ CS/E(.:, BCA/MCA [Final Year Persuing/
" Cyber Security and System Security = |Insecure File Uploads Passout in 2023/24]

= Ethical Hacking and Penetration Testing = File Inclusion Vulnerability ,LFI,RFI

= Web Hacking Reconnaissance & OSINT =  SSRF Attack Last Date 25th Nov 2024

" Bug Bounty and Bug Bounty Platforms = |DOR

" Web Application Security = 0S Command injection Online Interview BRPAAY 1 B\ (' 1 V2

= OWASP Top 10 Vulnerabilities = Response Manipulation

. Infor.matlon Disclosure Vulnerabilities = Host Header Injection Results Declaration WA LI\[Y' A1 2!

" Session Managment " Parameter Tampering

Internship Venue: ISEA Lab

Program Coordinator Program Co Coordinator
Abhinav Mishra, Scientist D Ajay Verma ,Technical Officer A I N ‘\ NIE |-.| T, GORAKHPUR
Phone: 8317093868 Phone: 9140970443 p p V OW Deoria Road, Gorakhpur,

Email: abhinav@nielit.gov.in Email: ajay,verma@nielit.gov.in Uttar Pradesh — 273010



https://docs.google.com/forms/d/e/1FAIpQLSd2h6lKowAnbCrmt32gQZsfKtwARGIvkvMciKF_fBw3gt0LDA/viewform

