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IP address

An Internet Protocol address (IP address) is a numerical label assigned to each device
(e.g., computer, printer) participating in a computer network that uses the Internet
Protocol for communication. An IP address serves two principal functions: host or
network interface identification and location addressing.

IP address is an address having information about how to reach a specific host,
especially outside the LAN. An IP address is a 32 bit unique address having an
address space of 2%,
Generally, there are two notations in which IP address is written, dotted decimal
notation and hexadecimal notation.

Classful Addressing
The 32 bit IP address is divided into five sub-classes. These are:

Class A
Class B
Class C
Class D
Class E

Each of these classes has a valid range of IP addresses. Classes D and E are reserved for
multicast and experimental purposes respectively. The order of bits in the first octet determine
the classes of IP address.

[Pv4 address is divided into two parts:

e Network ID
e HostID

The class of IP address is used to determine the bits used for network ID and host ID and the
number of total networks and hosts possible in that particular class. Each ISP or network
administrator assigns IP address to each device that is connected to its network.
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Note: IP addresses are globally managed by Internet Assigned Numbers Authority(IANA) and
regional Internet registries(RIR).

Class A:
IP address belonging to class A are assigned to the networks that contain a large number of hosts.

e The network ID is 8 bits long.
e The host ID is 24 bits long.

The higher order bits of the first octet in class A is always set to 0. The remaining 7 bits in first
octet are used to determine network ID. The 24 bits of host ID are used to determine the host in
any network. The default sub-net mask for class A i1s 255.x.x.x. Therefore, class A has a total of:

o 277=128 network ID
o 2724 -2=16,777,214 host ID

IP addresses belonging to class A ranges from 1.x.x.x — 126.x.x.x
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Class A
Class B:

IP address belonging to class B are assigned to the networks that ranges from medium-sized to
large-sized networks.

e The network ID is 16 bits long.
e The host ID is 16 bits long.

The higher order bits of the first octet of IP addresses of class B are always set to 10. The
remaining 14 bits are used to determine network ID. The 16 bits of host ID is used to determine
the host in any network. The default sub-net mask for class B is 255.255.x.x. Class B has a total
of:

o 2"4 = 16384 network address
e 2716 —2=065534 host address

IP addresses belonging to class B ranges from 128.0.x.x — 191.255.x.x.
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Class B
Class C:

IP address belonging to class C are assigned to small-sized networks.



Exercise:

= The network ID is 24 bits long.
= The host ID is 8 bits long.

The higher order bits of the first octet of IP addresses of class C are always set to
110. The remaining 21 bits are used to determine network ID. The 8 bits of host
ID is used to determine the host in any network. The default sub-net mask for
class C is 255.255.255.x. Class C has a total of:

= 2"21=2097152 network address
= 278 —2 =254 host address

IP addresses belonging to class C ranges from 192.0.0.x — 223.255.255.x.
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Class C
Class D:

IP address belonging to class D are reserved for multi-casting. The higher order
bits of the first octet of IP addresses belonging to class D are always set to 1110.
The remaining bits are for the address that interested hosts recognize.

Class D does not posses any sub-net mask. IP addresses belonging to class D
ranges from 224.0.0.0 — 239.255.255.255.
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Class E:

IP addresses belonging to class E are reserved for experimental and research
purposes. IP addresses of class E ranges from 240.0.0.0 — 255.255.255.254.
This class doesn’t have any sub-net mask. The higher order bits of first octet of
class E are always set to 1111.
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1. Write short notes on IP Address.



